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The first version of a source is often the most fragile one.

A post can be deleted. A profile can be renamed. A company page can be edited. A caption can
change. A file can be replaced. A search result can disappear. An Al answer can cite a page that later
moves, changes, or no longer says what it seemed to say.

For OSINT work, this creates a simple problem:

If the source changes before you docunent it, your investigation may |ose the evidenc
e it was built on.

This does not mean every page should be treated as suspicious. It means that public information is
not static. The web is live, editable, platform-dependent, and sometimes deliberately cleaned after
attention arrives.

The practical response is not panic.
It is preservation.

Before interpreting a source, preserve enough context to show what you saw, when you saw it,
where it appeared, and what part of the claim it supports.

Why Sources Disappear
In OSINT, disappearance is not one thing.
A source can disappear because:

the author deletes it;

a platform removes it;

a page is edited after publication;

a company updates a team page, press release, or product page;
a social profile changes username or bio;

a file is replaced at the same URL;

a domain expires or redirects;

search engines de-index a result;

a post becomes private;

a platform blocks access by region or login status;

an Al system summarizes a source without preserving the original context.
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Some of these changes are normal. Websites are updated. Mistakes are corrected. Accounts evolve.
Platforms moderate content.

But for a researcher, the reason for disappearance matters less than the effect.

If you cannot reconstruct the source, you cannot explain the evidence chain.

Preservation Is Not the Same as Hoarding

Preserving OSINT evidence does not mean collecting everything.

It means capturing the minimum necessary material to support a specific analytical task.
That distinction matters.

A responsible preservation workflow should be:

« targeted;

e proportionate;

* lawful;

* documented;

* connected to a clear claim or question;
* respectful of privacy and safety risks.

Do not preserve private data because it is available by accident. Do not bypass access controls. Do
not scrape personal information at scale. Do not collect sensitive material without a clear legal and
ethical reason.

The goal is not accumulation.

The goal is traceability.

The Five-Minute Preservation Workflow

When you find a source that may matter, do not begin with interpretation.
Begin with capture.

Use this sequence before the source changes:

. Record the URL.

. Record the date and time checked.

. Capture a contextual screenshot.

. Save or archive the page when legal and technically possible.
. Copy the exact text or claim being checked.

. Record source metadata.

. Link the source to a specific claim component.

. Note the limitation of the capture.
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This can take less than five minutes.

It can save the entire investigation later.

Step 1: Record the URL and Access Path

Start with the exact URL.

© 2026 Project Osint — All rights reserved. 2-17



Not the homepage. Not the platform name. Not a general description.
Record the specific address you checked.

If you reached the source through a search result, Al answer, newsletter, repost, archive, or referral
link, record that path too.

Example:

Source URL: [exact URL]

Found via: Google result / platformsearch / Al answer / repost / direct link

Dat e checked: 10 July 2026

Ti me checked: 14:22 CEST

Research question: Does this page support the claimthat the conpany listed this pers
on as an advi sor?

The access path matters because the same source may appear differently depending on platform,
language, region, login status, device, or search query.

If the source later changes, your notes should explain how you found it.

Step 2: Take a Contextual Screenshot
A screenshot of one sentence is weak.

A contextual screenshot is stronger.

It should include:

page title;

URL or visible address bar when possible;

relevant claim or text;

source name or account name;

timestamp or publication date if visible;

surrounding context;

any visible edit labels, replies, captions, or thread structure;
enough page layout to identify the source later.

For social media, capture the post with its surrounding context, not only the image or quote.

For a website, capture the section that contains the relevant claim and enough header or page
structure to identify the page.

For a document, capture the title, page number if available, document date, and the specific
passage.

The screenshot should answer:

What did | see, where did | see it, and what was around it?

Step 3: Archive the Page When Possible

If the source is a public web page and archiving is legal and appropriate, create an archive copy.
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An archive link can help show that a page existed in a particular form at a particular time.

But archives have limits.

Some pages cannot be archived. Some platforms block crawlers. Some dynamic content is not
captured correctly. Some images, scripts, videos, comments, and embedded elements may be
missing. Some archive timestamps reflect capture time, not publication time.

Do not write:

The archive proves the whole claim

Write:

The archi ved page shows that this text was visible at this URL when the page was capt
ur ed.

That is narrower.

It is also more accurate.

Step 4: Save the Exact Claim Text

When a source is likely to change, copy the exact wording of the relevant claim into your notes.
Do not paraphrase too early.

Paraphrase can introduce errors.

Use a simple format:

Exact source text:
"[short copied passage]”

Research rel evance:
Thi s supports the claimconponent that [specific conponent].

Limtation:

The source is self-
publ i shed / secondary / undated / edited / not independently confirned.

For longer pages, preserve only the relevant section and note where it appeared.

If the wording later changes, the exact phrase may help you compare versions.

Step 5: Record Source Metadata
Metadata does not always mean hidden file metadata.
In most OSINT workflows, useful metadata is basic contextual information:

Field What to Record
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Field What to Record

Source type Website, platform post, document, profile, listing,
image, video, search result

Source owner Organization, account, outlet, public agency,
anonymous profile, marketplace

Publication date Date shown by source, if available

Capture date Date and time you checked it

Access condition Public, login required, region-dependent, mobile-
only, archived

Stability risk Likely to change, already edited, temporary,
dynamic, deleted elsewhere

Claim component What part of the investigation this source
supports

Limitation What the source does not prove

This is not bureaucracy.

It is how you prevent one screenshot from becoming a vague memory.

Step 6: Preserve Files Carefully

When legal and appropriate, save source files in a structured way.
This may include:

* images;

* videos;

* PDFs;

e public reports;

e public datasets;

e public web pages;

* screenshots;

* exported notes.

Use filenames that preserve meaning:

2026- 07- 10_sour ce- nanme_page-title_cl ai m conponent _capt ure-01. png

2026-07-10_conpany- nanme_advi sor - page_ar chi ve-1i nk-notes. nd
2026-07-10_pl at form account _post-i d_cont ext - screenshot . png

Avoid filenames like:
screenshot . png

proof -final . png
i nport ant - sour ce- new. png

A good filename should help you understand the evidence without opening ten files.

For sensitive or high-stakes work, consider recording a hash of saved files so you can later show that
the local file was not modified.

The hash does not prove the source was true.

It helps preserve the integrity of the copy you saved.
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Step 7: Connect the Source to One Claim Component

The most common preservation mistake is saving a source and treating it as proof of the whole
story.

That is rarely correct.
A disappearing source may support only one part of a claim.
Example:

Claim A conpany quietly renoved an advisor fromits website after a public controver
sy.

Possible components:

* the person was listed as an advisor before;

* the page changed after a specific date;

* the current page no longer lists the person;

* the person was connected to the controversy;

* the removal was related to the controversy.

An archived company page may support the first component.

It may not support the last one.

Preserve the source, then attach it to the exact component it supports.
Use language like:

Supports: The page listed the person as an advisor on the archived version captured o

n [date].
Does not support: The reason the person was renoved.

This prevents overclaiming.

Step 8: Track Changes Between Versions
When a page changes, the comparison becomes evidence.

Keep both versions visible:

Version Date Checked What Was Visible  What Changed Limitation

Live page 10 July 2026 Advisor name Baseline capture  Does not show
visible when the page was

first published

Archived page 11 July 2026 Advisor name still  Confirms public Archive may miss

visible visibility at capture dynamic content
time

Live page 12 July 2026 Advisor name Page changed Does not prove

removed motive

The change itself may be relevant.
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But motive is a separate claim.

Do not infer motive from removal unless you have evidence that supports it.

How Al Can Help With Source Preservation

Al can support the workflow, but it should not become the source.

Useful tasks include:

* turning a source into claim components;

* generating a preservation checklist;

» formatting an evidence log;

* identifying what a source does and does not support;

e comparing two copied text versions;

* finding missing metadata fields;

* challenging overconfident conclusions.

Useful prompt:

Revi ew this source note.

Separate what the source directly supports fromwhat it does not support.
Identify missing netadata, weak assunptions, and preservation steps | should conplete

Do not add facts that are not in the note.

Source note:
[ past e not es]

This keeps Al in a supporting role.
It helps structure the evidence.

It does not verify the source for you.

Common Mistakes
Saving Only the Image
Images travel without context.

If you save only the image, you may lose the caption, uploader, timestamp, thread, platform, and
surrounding claim.

Save the context first.

Trusting Screenshots Without Source Links

A screenshot can be useful.

It can also be fake, cropped, outdated, or removed from context.

Whenever possible, connect screenshots to URLs, archive links, source notes, and capture dates.

Confusing Deletion With Evidence of Guilt
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Deletion is a signal.

It is not a conclusion.

A page may be removed for legal, editorial, technical, privacy, moderation, or routine update

reasons.

Treat disappearance as something to document, not something to overinterpret.

Forgetting Time Zones

Publication time, capture time, archive time, local event time, and platform display time may differ.

Record the time zone whenever timing matters.

Preserving Too Late

If a source is important enough to analyze, it is important enough to capture first.

Do not wait until the conclusion is written.

A Copyable Source Preservation Template

Use this template before writing your finding:
## Source Preservation Note

Resear ch questi on:

Cl ai m conponent :

Source URL:

Access path:

Source type:

Source owner / account / organization:
Date and ti nme checked:

Ti me zone:

Publ i cati on date shown by source:
Archive |ink:

Screenshot fil enane:

Saved file nane:

Exact rel evant text:

What the source directly supports:
What the source does not support:

Known |imtation:
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Next verification step:

The template is simple.

The discipline is the important part.

The Real Goal Is a Source Chain
OSINT does not depend on a single screenshot.
It depends on a chain:

claim-> source -> capture -> context -> linmtation -> verification -> conclusion

When sources disappear, that chain becomes more important.

You may not be able to stop a post from being deleted, a page from being edited, or a search result
from changing. But you can preserve enough evidence to explain what was visible, how it was
captured, what it supports, and what remains uncertain.

That is the difference between a saved fragment and a usable finding.

The web will keep changing.

Your evidence chain should not disappear with it.
The first version of a source is often the most fragile one.

A post can be deleted. A profile can be renamed. A company page can be edited. A caption can
change. A file can be replaced. A search result can disappear. An Al answer can cite a page that later
moves, changes, or no longer says what it seemed to say.

For OSINT work, this creates a simple problem:

If the source changes before you docunent it, your investigation may |ose the evidenc
e it was built on.

This does not mean every page should be treated as suspicious. It means that public information is
not static. The web is live, editable, platform-dependent, and sometimes deliberately cleaned after
attention arrives.

The practical response is not panic.

It is preservation.

Before interpreting a source, preserve enough context to show what you saw, when you saw it,
where it appeared, and what part of the claim it supports.

Why Sources Disappear
In OSINT, disappearance is not one thing.

A source can disappear because:
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the author deletes it;

a platform removes it;

a page is edited after publication;

a company updates a team page, press release, or product page;
a social profile changes username or bio;

a file is replaced at the same URL;

a domain expires or redirects;

search engines de-index a result;

a post becomes private;

a platform blocks access by region or login status;

an Al system summarizes a source without preserving the original context.

Some of these changes are normal. Websites are updated. Mistakes are corrected. Accounts evolve.
Platforms moderate content.

But for a researcher, the reason for disappearance matters less than the effect.

If you cannot reconstruct the source, you cannot explain the evidence chain.

Preservation Is Not the Same as Hoarding

Preserving OSINT evidence does not mean collecting everything.

It means capturing the minimum necessary material to support a specific analytical task.
That distinction matters.

A responsible preservation workflow should be:

« targeted;

e proportionate;

* lawful;

* documented;

* connected to a clear claim or question;
* respectful of privacy and safety risks.

Do not preserve private data because it is available by accident. Do not bypass access controls. Do
not scrape personal information at scale. Do not collect sensitive material without a clear legal and
ethical reason.

The goal is not accumulation.

The goal is traceability.

The Five-Minute Preservation Workflow

When you find a source that may matter, do not begin with interpretation.
Begin with capture.

Use this sequence before the source changes:

1. Record the URL.

2. Record the date and time checked.

3. Capture a contextual screenshot.

4. Save or archive the page when legal and technically possible.
5. Copy the exact text or claim being checked.
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6. Record source metadata.
7. Link the source to a specific claim component.
8. Note the limitation of the capture.

This can take less than five minutes.

It can save the entire investigation later.

Step 1: Record the URL and Access Path

Start with the exact URL.

Not the homepage. Not the platform name. Not a general description.
Record the specific address you checked.

If you reached the source through a search result, Al answer, newsletter, repost, archive, or referral
link, record that path too.

Example:

Source URL: [exact URL]

Found via: Google result / platformsearch / Al answer / repost / direct |ink

Dat e checked: 10 July 2026

Ti me checked: 14:22 CEST

Research question: Does this page support the claimthat the conpany listed this pers
on as an advisor?

The access path matters because the same source may appear differently depending on platform,
language, region, login status, device, or search query.

If the source later changes, your notes should explain how you found it.

Step 2: Take a Contextual Screenshot
A screenshot of one sentence is weak.

A contextual screenshot is stronger.

It should include:

e page title;

¢ URL or visible address bar when possible;

* relevant claim or text;

e source name or account name;

timestamp or publication date if visible;

surrounding context;

any visible edit labels, replies, captions, or thread structure;
enough page layout to identify the source later.

For social media, capture the post with its surrounding context, not only the image or quote.

For a website, capture the section that contains the relevant claim and enough header or page
structure to identify the page.
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For a document, capture the title, page number if available, document date, and the specific
passage.

The screenshot should answer:

What did | see, where did | see it, and what was around it?

Step 3: Archive the Page When Possible

If the source is a public web page and archiving is legal and appropriate, create an archive copy.
An archive link can help show that a page existed in a particular form at a particular time.

But archives have limits.

Some pages cannot be archived. Some platforms block crawlers. Some dynamic content is not
captured correctly. Some images, scripts, videos, comments, and embedded elements may be
missing. Some archive timestamps reflect capture time, not publication time.

Do not write:

The archive proves the whole claim

Write:

The archived page shows that this text was visible at this URL when the page was capt
ur ed.

That is narrower.

It is also more accurate.

Step 4: Save the Exact Claim Text

When a source is likely to change, copy the exact wording of the relevant claim into your notes.
Do not paraphrase too early.

Paraphrase can introduce errors.

Use a simple format:

Exact source text:
"[short copi ed passage]”

Research rel evance:
This supports the clai mconmponent that [specific conponent].

Limtation:

The source is self-
published / secondary / undated / edited / not independently confirned.
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For longer pages, preserve only the relevant section and note where it appeared.

If the wording later changes, the exact phrase may help you compare versions.

Step 5: Record Source Metadata

Metadata does not always mean hidden file metadata.

In most OSINT workflows, useful metadata is basic contextual information:

Field
Source type

Source owner
Publication date
Capture date
Access condition
Stability risk
Claim component
Limitation

This is not bureaucracy.

What to Record

Website, platform post, document, profile, listing,
image, video, search result

Organization, account, outlet, public agency,
anonymous profile, marketplace

Date shown by source, if available

Date and time you checked it

Public, login required, region-dependent, mobile-
only, archived

Likely to change, already edited, temporary,
dynamic, deleted elsewhere

What part of the investigation this source
supports

What the source does not prove

It is how you prevent one screenshot from becoming a vague memory.

Step 6: Preserve Files Carefully

When legal and appropriate, save source files in a structured way.

This may include:

* images;

* videos;

¢ PDFs;

e public reports;

e public datasets;

e public web pages;
e screenshots;

e exported notes.

Use filenames that preserve meaning:

2026-07-10_source-nane_page-title_cl ai m conponent capt ure-01. png
2026-07-10_conpany- nane_advi sor - page_ar chi ve-1i nk-notes. nd
2026-07-10_pl at form account _post-i d_cont ext - screenshot . png

Avoid filenames like:

screenshot . png
proof -final . png

i nport ant - sour ce- new. png
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A good filename should help you understand the evidence without opening ten files.

For sensitive or high-stakes work, consider recording a hash of saved files so you can later show that
the local file was not modified.

The hash does not prove the source was true.

It helps preserve the integrity of the copy you saved.

Step 7: Connect the Source to One Claim Component

The most common preservation mistake is saving a source and treating it as proof of the whole
story.

That is rarely correct.
A disappearing source may support only one part of a claim.
Example:

Caim A conpany quietly renoved an advisor fromits website after a public controver
sy.

Possible components:

e the person was listed as an advisor before;

e the page changed after a specific date;

e the current page no longer lists the person;

e the person was connected to the controversy;

e the removal was related to the controversy.

An archived company page may support the first component.

It may not support the last one.

Preserve the source, then attach it to the exact component it supports.
Use language like:

Supports: The page listed the person as an advisor on the archived version captured o

n [date].
Does not support: The reason the person was renoved.

This prevents overclaiming.

Step 8: Track Changes Between Versions
When a page changes, the comparison becomes evidence.

Keep both versions visible:
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Version Date Checked What Was Visible What Changed Limitation

Live page 10 July 2026 Advisor name Baseline capture Does not show

visible when the page was
first published

Archived page 11 July 2026 Advisor name still  Confirms public Archive may miss

visible visibility at capture dynamic content
time

Live page 12 July 2026 Advisor name Page changed Does not prove

removed motive

The change itself may be relevant.
But motive is a separate claim.

Do not infer motive from removal unless you have evidence that supports it.

How Al Can Help With Source Preservation

Al can support the workflow, but it should not become the source.

Useful tasks include:

e turning a source into claim components;

¢ generating a preservation checklist;

e formatting an evidence log;

¢ identifying what a source does and does not support;

e comparing two copied text versions;

* finding missing metadata fields;

¢ challenging overconfident conclusions.

Useful prompt:

Revi ew this source note.

Separate what the source directly supports fromwhat it does not support.
Identify m ssing nmetadata, weak assunptions, and preservation steps | should conplete

Do not add facts that are not in the note.

Sour ce not e:
[ past e not es]

This keeps Al in a supporting role.
It helps structure the evidence.

It does not verify the source for you.
Common Mistakes
Saving Only the Image

Images travel without context.

If you save only the image, you may lose the caption, uploader, timestamp, thread, platform, and
surrounding claim.
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Save the context first.

Trusting Screenshots Without Source Links
A screenshot can be useful.
It can also be fake, cropped, outdated, or removed from context.

Whenever possible, connect screenshots to URLs, archive links, source notes, and capture dates.

Confusing Deletion With Evidence of Guilt
Deletion is a signal.
It is not a conclusion.

A page may be removed for legal, editorial, technical, privacy, moderation, or routine update
reasons.

Treat disappearance as something to document, not something to overinterpret.

Forgetting Time Zones
Publication time, capture time, archive time, local event time, and platform display time may differ.

Record the time zone whenever timing matters.

Preserving Too Late
If a source is important enough to analyze, it is important enough to capture first.

Do not wait until the conclusion is written.

A Copyable Source Preservation Template
Use this template before writing your finding:
## Source Preservation Note

Resear ch questi on:

Cl ai m conponent :

Source URL:

Access pat h:

Source type:

Source owner / account / organization:
Date and time checked:

Ti me zone:

Publ i cati on date shown by source:

Archive link:
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Screenshot fil enane:

Saved file nane:

Exact rel evant text:

VWhat the source directly supports:
What the source does not support:
Known |imitation:

Next verification step:

The template is simple.

The discipline is the important part.

The Real Goal Is a Source Chain
OSINT does not depend on a single screenshot.
It depends on a chain:

claim-> source -> capture -> context -> linmtation -> verification -> conclusion

When sources disappear, that chain becomes more important.

You may not be able to stop a post from being deleted, a page from being edited, or a search result
from changing. But you can preserve enough evidence to explain what was visible, how it was
captured, what it supports, and what remains uncertain.

That is the difference between a saved fragment and a usable finding.

The web will keep changing.

Your evidence chain should not disappear with it.
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